[image: image1.png]


UNITED STATES MARINE CORPS
Manpower Information Systems Support Office 06

Marine Corps Base Hawaii

Kaneohe Bay HI 96863-6007

                                                            1080

                                                                  MISSO

                                                                        23 Jun 99

From:  Electronic Signature Control Officer, Manpower Information Systems

       Support Office 06 (MISSO-06)

To:    Personnel Officers, Juris-06

Subj:  MASTER ELECTRONIC SIGNATURE (MELSIG) POLICY LETTER

Ref:   (a) MCO P1080.33E

       (b) MCO P1080.40A

       (c) Personnel Admin Advisory (PAA) 4-99

Encl:  (1) Sample MELSIG request letter

1.  The following procedures have been established for additional security and to ensure the units are in compliance with the references:

    a.  Request for MELSIG:

        (1) Upon a change of command or suspected compromise of the MELSIG the Commanding Officer must request a new MELSIG from the Electronic Signature Control Officer, MISSO-06 using the enclosure as a guide.

    b.  Delivery of the MELSIG:

        (1) Upon creating the new MELSIG, this office will contact the Personnel Officer/Chief to confirm the requested delivery time and date of the MELSIG to the Commanding Officer reflected on the MELSIG request letter.

        (2) The MELSIG will be delivered to the Commanding Officer by a representative of the MISSO only.  The MISSO representative will witness the Commanding Officer’s receipt of the MELSIG and provide guidance on security requirements, ELSIG Control Officer (ECO) assignment, and creating the Commanding Officer’s ELSIG.

        (3) The MELSIG previously assigned to either the departed or the current Commanding Officer, in the case of a MELSIG reissue, must be surrendered to the MISSO representative on the day the new MELSIG is delivered.

    c.  MELSIG Security:

        (1) Security of the MELSIG will be maintained in accordance with reference (c).  Clarification of the security requirements are as follows:

            (a) The Commanding Officer may assign, in writing, the Personnel Officer or any other commissioned officer as the unit’s ELSIG Control Officer (ECO).

            (b) The Commanding Officer, not the ECO, is the only person that may receipt for, view, and use the MELSIG.  The ECO is responsible for the security of the MELSIG if so assigned by the Commanding Officer.  Additional information concerning the functions of the ECO is contained in reference (b).

            (c) The MELSIG will be sealed in an envelope with the Commanding Officer’s signature across the seal.

            (d) The MELSIG will be secured in a safe with access limited to the Commanding Officer and/or the ECO, if assigned.

            (e) If access to the safe is not limited to the CO/ECO, then the MELSIG must be locked in a separate locked box within the safe.  Access to the locked box must be limited to the CO/ECO.

            (f) The CO or the ECO must view the sealed envelope containing the MELSIG at least once per quarter to ensure it has not been compromised.  It is recommended that the CO or the ECO record the date and sign the envelope each time it is viewed.

2.  Point of contact is GySgt Morris or SSgt Picklo at 257-1334/2844.

                                      P. L. MORRIS

                                LETTERHEAD

                                                                 1080

                                                                 (CODE)

                                                                 DATE

From:  Commanding Officer, Unit title

To:    Electronic Signature Control Officer, Manpower Information Systems

       Support Office 06 (MISSO-06)

Subj:  REQUEST FOR MASTER ELSIG (MELSIG) FOR RUC XXXXX

Ref:   (a) MCO P1080.40A

       (b) MISSO MELSIG Policy ltr of 23 Jun 99

1.  Per the references, request a new MELSIG be issued for RUC XXXXX due to (reason for request, i.e. change of command).  The following is provided:

    OLD COMMANDING OFFICER                FNAME INIT LNAME SSN

    NEW COMMANDING OFFICER:               FNAME INIT LNAME SSN

    CHANGE OF COMMAND DATE:               XXXXXX

    TIME/DATE REQUEST RECEIPT OF MELSIG:  XXXX/XXXXXX

2.  Point of contact is (POC name and ext).

                                      CO, ECO, or By Dir SIGNATURE

                                      1                         ENCLOSURE (1)
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